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Citrix Certified Enterprise Administrator – Security and SecureICA Certification Exam 930 and Objectives

General Information: The Security and SecureICA Exam #930 contains 40 questions that are mapped to the objectives listed below. Not all sections are weighted evenly. The candidate is limited to 60 minutes to complete the questions, 90 minutes to complete the questions outside of North America. The passing score for the Security and SecureICA portion of the CCEA certification is 75, which equates to 30 questions answered correctly. No partial credit is awarded for any questions.

Some foundation technologies including Windows NT Server, Windows NT Terminal Server Edition and Novell Netware may be tested. The objectives map to the CTX 410 Advanced Citrix Server Implementation Courseware.

Objectives:

(1) Elements of SecureICA

1.1 Identify the components and features of SecureICA.

1.2 Understand the differences between Global and North American editions of SecureICA.

(2) SecureICA Server

2.1 Identify the software requirements for installing the SecureICA Server.

(3) SecureICA client

3.1 Identify the software requirements for installing the SecureICA Client.

3.2 Identify various client settings.

3.3 Identify common problems with the SecureICA client.

3.4 Identify the hardware requirements for installing the SecureICA client.

(4) RC5 Security Algorithm

4.1 Identify the components of the RC5 algorithm.

4.2 Identify the benefits of public-private key encryption.

4.3 Identify the benefits of symmetric key encryption.

(5) TPEP and C2 Security

5.1 Identify the requirements for C2 certification.

5.2 Identify the components of TPEP.

(6) File System Security

6.1 Describe best practices for implementing system security.

6.2 Understand the importance of FDC.

6.3 Identify common problems with security on MF servers.

6.4 Understanding the ZAK.

(7) Published Application Manager (PAM) 

7.1 Identify ways PAM can enhance security.

(8) Policies and Profiles

8.1 Identify how to use profiles to secure a MF server.

8.2 Identify how to use policies to secure a MF server.

Security and SecureICA Exam

(1) Which of the following are included in the C-2 security level?

a. Object Reuse

b. Auditing

c. Roaming 

d. Identification and authentication

Answer: a, b and d.

(2) Charlie, the network security administrator, has installed the Citrix SecureICA service on his MetaFrame 1.8 server. Glen, Charlie’s assistant, asks, “What encryption level does SecureICA use during logon authentication?”

a. 16-bit

b. 40-bit

c. 56-bit

d. 128-bit

e. 256-bit

Answer: d

(3) Which of the following are encrypted via SecureICA?

a. Graphical information

b. Mouse data

c. Keystrokes

d. Client audio data

All of the above.

(4) Which statement is correct?

a. SecureICA services use the RC5 Algorithm to encryption the ICA packet.

b. SecureICA can only use the Class D security model

c. The only way to break a secure algorithm is to try every possible key on a sequence of encrypted data.

d. The Diffie-Hellman key agreement occurs during the initial connection.

Answer: d

(5) Which of the following has the SecureICA encryption service?

a. DOS

b. Win16

c. Win32

d. Web

Answer: All of the above.

 (6) Where are the requirements for the C2 Secure system found?

a. Green Book

b. Orange Book

c. Black Book 

d. Yellow Book

Answer: b

(7) Which company developed the RC5 algorithm?

a. RSA Data Security

b. PDA Systems for Network Securities

c. BKD Data Systems

d. MSB Securities

Answer: a

(8) Which statement is correct?

a. You must install SecureICA Services on your Citrix server and install the SecureICA client on your client computer.

b. You must install SecureICA Services on your Citrix server but do not have to install the SecureICA client on the ICA client computer.

c. If you reinstall or upgrade WinFrame or MetaFrame, you need to reinstall SecureICA services.

d. The use of RC5 security with the Citrix ICA client prohibits users from passing their username and password to the session automatically.

Answer: a, c and d.

(9) How many bits are in the key used to generate the RC5 key?

a. 256

b. 512

c. 1024

d. 2048

Answer: c

(10 What are the names of the two pre-configured included in the Zero Administration Kit zakconfig.pol and ntconfig.pol?

(a) Session-based Users

(b) App Users

(c) Task Based Users

(d) Apps Based Users

Answer c and d

